
1

User Manual Dongle-MZG23 (EN)




SONOFF Z-Wave 800 Dongle Max is a Z-Wave controller developed based on the ESP32D0+ 

EFR32ZG23, model "Dongle-MZG23". It is designed to connect Z-Wave Devices to open-source 

platforms like Home Assistant and openHAB. It supports POE power supply and offers multiple 

connectivity options, making it adaptable to various usage scenarios.


Through the mDNS domain name, users can access the device's WEB console to perform 

operations such as firmware updates and switching between different working modes. 

Additionally, it integrates powerful features such as Webhooks, eWeLink-Remote Gateways, 

MQTT, and VPN.


Introduction


Product Introduction
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Appearance Display


Packing List
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SONOFF Z-Wave 800 Dongle Max * 1


Scew accessory package * 2


USB Type-C cable (1m) *1


Bracket * 1


Double-sided tape* 2


Quick guide


●

●

●

●

●

●

Hardware Specification

Name
 Description


Wi-Fi SoC
 ESP32-D0WDR2-V3


Z-Wave SoC
 EFR32ZG23


USB-Serial Chip
 CP2102(N)


Input
 5V⎓1A for Type C or 48V⎓0.25 A for PoE 

Port


Stand-by power consumption
 60mW


Signal range
 mesh: 300m in free line of sight


LR: 1000m in free line of sight
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For first-time use, you can refer to the steps below to track your setup progress.


Step Overview


Signal Strength
 Max 20 dBm + antenna gain 2 dBi


RF Frequency
 860-930 MHz


The frequency used by end devices depends 

on the region, e.g:


US: 908.42/916 MHz (mesh), 912/920 MHz 

(LR)


EU: 868.4/869.85 MHz (mesh), 864.0/866.0 

MHz (LR)


AU: 919.8/921.4 MHz


RF Standard
 Z-Wave


Working Temperature
 -10 °C to 60 °C


Working Humidity
 5%-95%RH


Supported OS
 Windows, Ubuntu, Raspberry Pi OS / 

Raspbian, Docker


Dimensions
 169 mm x 32.5 mm x 22 mm


Step
 Ethernet Method
 Wi-Fi Method
 USB Method


1 Install Antenna


2
 Ethernet Power and 

Connection


Wi-Fi Power and 

Connection


USB Power and 

Connection


3
 WEB Console First Time Setup
 /


4
 Connecting to the Open-source Platforms (TCP)
 Connecting to the Open-

source Platforms (USB)


5
 Fixed the Device
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The package includes two antennas, which should be attached to the left and right sides of the 

device respectively.


After the device is working properly, you can choose one of the following methods to fix the 

device:


1、Desktop placement (Double-sided tape can be used to fix the device to the desktop).


Antenna Installation


Fixed the Device
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2、Use screws to secure the bracket, then mount the device onto the bracket.





Before installation, please choose a suitable connection method based on your usage habits or 

scenario:


Step 1: Power Supply and Connection


Overview


Connection Method
 Suitable Scenarios
 Advantages
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If you would like to learn more about connection suggestions for different rooms or how to 

achieve whole-home coverage, you may refer to the following solution:


Ethernet Connection
 For environments with 

extendable network cables 

and LAN access, such as 

living rooms or bedrooms, or 

for utilizing idle Ethernet 

cables to achieve full-house 

coverage, such as in 

warehouses.


Use Ethernet to access the 

network. Supports PoE power 

supply.


Wi-Fi Connection
 When the device is not close 

to the host and there is no 

available Ethernet cabling. 

Ideal for rooms requiring 

flexible placement, such as 

bedrooms.


More flexible placement 

options.


USB Connection
 Close to the host device, 

connected via USB cable. 

Suitable for placement 

together with the host at a 

central home location, such 

as the living room.


Easier to get started. Use as 

a USB Dongle.
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The device connects to the router via an RJ45 Ethernet cable to establish a wired network 

connection.


Before powering on the device, please check whether your router or switch supports PoE (Power 

over Ethernet).


If supported, refer to the PoE Power Supply section below.


If not supported, refer to the Ethernet + Type-C Power Supply section.


Ethernet Connection


Device Power Supply


●

●

PoE Power Supply
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1. Connect the device to a PoE-enabled router, switch, or PoE power module using an RJ45 

Ethernet cable. This completes the power connection.


2. Once powered on, the device indicator will remain solid orange, indicating that the device is 

receiving power properly.





⚠️ Note: If using a PoE power supply, ensure that your router or switch supports PoE. If your 

current network equipment does not support it, you may purchase a separate PoE power 

module to enable this functionality.


If PoE power is not available, please supply power to the device via the Type-C port.

Ethernet + Type-C Power Supply
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1. Use a Type-C charging cable to connect one end to the device's Type-C port, and the other 

end to a power adapter. Plug an RJ45 Ethernet cable into the network port and connect it to 

the router.


2. Once powered on, the device indicator will remain solid orange, indicating that the device is 

receiving power properly.


1. After powering on, the device will attempt to connect to the router. When the indicator turns 

solid blue, the device is online.


2. Connect your mobile phone or computer to the same local network, and access the WEB 

console by entering the default domain ﻿Dongle-MZG23.local﻿ in your browser. Once the 

page loads successfully, the WEB functions are ready to use.


Connecting to the Router





 *If the default domain name cannot be used to access the device, you can check the Z-Wave 

800 Dongle Max IP address in your router's management interface and access it directly via the 

IP address. 
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The device connects wirelessly via Wi-Fi.


Wi-Fi Connection


Device Power Supply
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Use a Type-C charging cable: connect one end to the device's Type-C port, and the other end 

to a power adapter. Plug an RJ45 Ethernet cable into the network port and connect it to the 

router.


Once powered on, the device indicator will remain solid orange, indicating that the device is 

receiving power properly.


Before connecting to the router, you may choose a setup method based on your router's 

capabilities:


For all router types: refer to the AP Hotspot Configuration section.


If your router supports WPS: refer to the WPS Configuration section.

1. The device's AP hotspot is enabled by default when powered on. On your PC or mobile 

device, search for the AP SSID such as ﻿SONOFF_Dongle-MZG23_XXXX﻿. The first 

connection does not require a password.


*If no connection is made within 10 minutes, the AP hotspot will automatically shut down. 

Press the button to re-enable it.


2. After connecting to the AP hotspot, the browser will automatically open the WEB interface. 

You will be prompted to set a password for WEB access.


Connecting to the Router


●

●

AP Hotspot Configuration
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3. After configuration, the page will close and you must reconnect to the AP hotspot using 

the password you just set.


*If the browser does not open automatically, you can access the page manually via the 

default domain ﻿Dongle-MZG23.local﻿.


4. Re-enter the WEB interface, go to Network Settings on the left, select WLAN Settings, 

choose the appropriate Wi-Fi network, and connect.
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5. Wait for the device to connect to the router. When the indicator turns solid blue, the device 

is online.


6. Connect your phone or PC to the same LAN, and access the WEB console by visiting ﻿Dongl
e-MZG23.local﻿ in your browser. Once accessed successfully, you can use all WEB 

functions.


Click to view WEB Console features.


1. If your router supports WPS, press the WPS button on the router to start the pairing process.


2. Press the button on the Dongle-MZG23 once to enter WPS mode. The indicator will flash 

orange.


3. Wait for the device to connect to the router. If the connection is successful within 30 

seconds, the indicator will turn solid blue, indicating the device is online.


4. Connect your phone or PC to the same LAN, and access the WEB console by visiting ﻿Dongl
e-MZG23.local﻿ in your browser. Once accessed successfully, you can use all WEB 

functions.


WPS Configuration
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The device connects to the computer's USB port using the included Type-C USB cable, 

functioning as a USB dongle.


USB Connection


Device Power Supply
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Use a Type-C charging cable: connect one end to the device's Type-C port, and the other end 

to the host device.


Once powered on, the device indicator will remain solid orange, indicating that the device is 

receiving power properly.


At this point, you may proceed to the Accessing the Operating System section for the next steps.


*Note: If you intend to use the WEB Console, an additional Ethernet or Wi-Fi connection is 

required.


The device supports the following methods to access the WEB console:


Step 2: WEB Console First Time Setup


Access the WEB Console


Access Method
 Description


Default Domain (Recommended)
 Connect to the same LAN as the device, then 

enter the default domain ﻿Dongle-MZG23.lo
cal﻿ in the browser.


https://itead.yuque.com/dyf094/ik8hbl/ok362s4zyig00qm5
https://www.yuque.com/__workers/wuyongchi/ofera9/wos76fxq9h5qux6w/pdf?toc=false&key=exports%3Apdf%3Adoc%3A269010098%3A1779435261000-f31af7dd%3Adisable_toc&export_type=pdf&copyright_watermark=&image_copyright_watermark=&x-yuque-fc-token=Pl8SggcgXnNerkyYka7PvQ%3D%3D%7C3Bb7xH93W_e-Nc4xeR_LNaDXV6wXOGfG9xhFq7Cc7Qs%3D
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On first use, you must set a password with at least 8 characters.


*If using AP Hotspot Configuration, you will need to reconnect to the AP hotspot after changing 

the password, using the newly set password.


You can add a 2.4GHz wireless network under Network Settings → WLAN.


*If both Ethernet and Wi-Fi are connected, the Ethernet connection will take priority.


Set Login Password (Required)


Configure Wireless Network (Optional)


IP Address Access
 Check the device’s IP address in your router's 

management page, then enter the IP address 

in the browser.


Custom Domain
 If not your first login and you have configured 

an mDNS domain in the WEB console, you 

can access it via the custom domain.


https://itead.yuque.com/dyf094/ik8hbl/vfa8ecfdv51rezif#tF7ga
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You can perform a firmware upgrade under Firmware Management.


*It is recommended to upgrade the device to the latest stable firmware version before using Z-

Wave 800 Dongle Max to ensure optimal performance.


Firmware Upgrade (Optional)


Step 3: Connecting to Home Assistant
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In Home Assistant, a Z-Wave network can be established using different combinations of Z-

Wave Integration, Z-Wave JS, and Z-Wave JS UI, allowing you to manage and control Z-Wave 

devices.


Home Assistant can automatically discover Dongle-MZG23. Click "Add" to start the 

configuration process.


*Supports automatic discovery of Dongle-MZG23 in Home Assistant Version 2025.12.2 or later


Overview


Plan A:  Z-Wave Integration + Z-Wave JS


Official Home Assistant guide: https://www.home-assistant.io/integrations/zwave_js

Start the Configuration


Plan
 Combination
 Device Control Method
 Notes


A
 Z-Wave Integration + Z-Wave 

JS


Integration Control
 USB 

Connection


●

B
 Z-Wave JS UI
 Add-on Control
 USB 

Connection


TCP 

Connection


●

●

C
 Z-Wave Integration + Z-Wave 

JS UI


Integration Control
 USB 

Connection


TCP 

Connection


●

●

D
 Z-Wave Integration + Proxy 

Device


Integration Control
 USB 

Connection


●

https://www.home-assistant.io/integrations/zwave_js
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If no device is automatically discovered, you can also add the device manually:


1. Click "Add integration" at the bottom right of the Integrations page.


2. Search for "Z-Wave".


3. Click the Z-Wave integration to start the configuration process.


1. Select "Recommended installation".


2. Select "SONOFF_ZWave_800_Dongle_MZG23" (automatically discovered will skip this 

Configuration Process
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step) and click "Submit".


3. Wait for the process to complete. You can now add new devices to your Z-Wave 

network. Detailed steps: Adding a new device to the Z-Wave network


Note:


The Z-Wave frequency depends on your region. The Z-Wave JS Add-on will 

automatically adjust the radio frequency to match your country/region. You can modify 

this setting if needed. Modification steps


●

https://www.home-assistant.io/integrations/zwave_js/#adding-a-new-device-to-the-z-wave-network:~:text=from%20the%20mesh.-,ADDING%20A%20NEW%20DEVICE%20TO%20THE%20Z%2DWAVE%20NETWORK,-In%20Home%20Assistant
https://www.home-assistant.io/integrations/zwave_js/#overriding-the-radio-frequency-region-of-the-adapter-in-the-z-wave-js-add-on:~:text=JS%20add%2Don-,TO%20OVERRIDE%20THE%20RADIO%20FREQUENCY%20REGION%20OF%20YOUR%20Z%2DWAVE%20ADAPTER,-Go%20to%20Settings


23



24

Plan B: Z-Wave JS UI
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1. Go to the Add-on Store and search for "Z-Wave JS UI".


2. Click the Z-Wave JS UI Add-on to open its page.


3. Click "Install" and wait for the installation to complete. Then click "Start" to launch the Add-

on.


Install Z-Wave JS UI Add-on
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Click "Open web UI" to access the Web UI page, and configure the Add-on:

1. Click "Settings" in the sidebar.


2. Expand the "Z-Wave" options.


3. Select the serial device "SONOFF_ZWave_800_Dongle_Plus_ZG23".


4. Click the refresh icon to generate random security keys.


5. Select the RF Region according to your location.


6. Click "Save" to save the configuration. Confirm the prompt to restart the device.


7. Click "Control Panel" to access the panel, wait for the device to restart and connect 

successfully. You can now add new devices to the Z-Wave network. Detailed steps: Adding 

a new device to the Z-Wave JS UI


Configure Z-Wave JS UI Add-on (USB)


https://zwave-js.github.io/zwave-js-ui/#/usage/nodes-management
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Click "Open web UI" to access the Web UI page, and configure the Add-on:

1. Click "Settings" in the sidebar.


2. Expand the "Z-Wave" options.


3. Select the serial port "tcp://IP:6638"（This IP belongs to Dong-MZG23 and can be viewed in 

the Dongle-MZG23 Console web UI, as shown in the figure below）.


4. Click the refresh icon to generate random security keys.


5. Select the RF Region according to your location.


6. Click "Save" to save the configuration. Confirm the prompt to restart the device.


7. Click "Control Panel" to access the panel, wait for the device to restart and connect successfully. 

You can now add new devices to the Z-Wave network. Detailed steps: Adding a new device to 

Configure Z-Wave JS UI Add-on (TCP)


https://zwave-js.github.io/zwave-js-ui/#/usage/nodes-management
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the Z-Wave JS UI


https://zwave-js.github.io/zwave-js-ui/#/usage/nodes-management
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1. Follow the Configure Z-Wave JS UI Add-on steps above.


2. On the Settings page, enable the "WS Server" option under Home Assistant, then save 

(default is enabled).


3. Copy the "Hostname" field, which will be used later, from the Z-Wave JS UI info page.


Plan C: Z-Wave Integration + Z-Wave JS UI


Configure Z-Wave JS UI
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1. Click "Add integration" at the bottom right of the Integrations page.


2. Search for "Z-Wave".


3. Click the Z-Wave integration to start the configuration process.


Configure Z-Wave Integration


Start the Configuration
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1. Select "Custom installation".


2. Uncheck "Use the Z-Wave Supervisor add-on" and click "Submit".


3. Replace the "localhost" in the URL input box with the Hostname from the Z-Wave JS 

UI Add-on, then click "Submit". Wait for the configuration to complete. Devices added 

via Z-Wave JS UI will now sync to the Z-Wave integration.


Configuration Process
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If you need to place Connect Dongle-MZG23 far away from your Home Assistant system, you 

can run Z-Wave JS on another system and connect that to Home Assistant.


This allows you to plug Home Assistant Connect Dongle-MZG23 in a location that is closer to 

your end devices.


1. Connect Dongle-MZG23 to another host device.


2. Install Z-Wave JS UI on this host.


3. Configure Z-Wave JS UI:


a. Enable the WS Server and mDNS options.


b. Note the system's IP address and server port (default: 3000).


4. If this host and the Home Assistant host are on the same local network, the Z-Wave JS UI 

system should be automatically discovered by Home Assistant.


5. If it is not discovered automatically, configure it manually:


a. On your Home Assistant system, go to Settings > Devices & services


b. Add a Z-Wave hub using a Custom installation method.


c. Make sure to uncheck the Use the Z-Wave Supervisor add-on option.


d. Fill in the IP address of the Z-Wave JS UI system (for example ws://IP-ADDRESS:3000).


You can refer to the following method to migrate your Z-Wave network to Dongle-MZG23.


https://www.home-assistant.io/integrations/zwave_js/#removing-a-device-from-the-z-wave-

network


Plan D: Z-Wave Integration + Proxy Device


Device Migration


https://zwave-js.github.io/zwave-js-ui/#/getting-started/docker
https://zwave-js.github.io/zwave-js-ui/#/getting-started/docker
https://www.home-assistant.io/integrations/zwave_js/#removing-a-device-from-the-z-wave-network

